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TR 33.846
3
Rationale

Update on conclusion clause.
4
Detailed proposal

************ START OF CHANGES
5.1
void




*************** NEXT CHANGE




*************** NEXT CHANGE 
Note to rapporteur: only title update
5.3.1
Key Issue #3.1: Attack due to expired authentication result in the UDM 

*************** NEXT CHANGE
Note to rapporteur: only title update
5.3.2
Key Issue #3.2: SUPI guessing attacks
*************** NEXT CHANGE
6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues

	
	Key Issues

	Solutions
	#1.X
	#2.1
	#2.2
	#3.1
	#3.2
	#4.1
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	Solutions for resilience against identifier linkability
	
	
	
	
	
	
	
	

	#2.1: Handling of Sync failure by AUTS encryption
	
	x
	
	
	
	x
	
	

	#2.2: Encryption of authentication failure message types by UE with new keys derived from K_AUSF
	
	x
	
	
	
	x
	
	

	#2.3: Unified authentication response message by UE
	
	x
	
	
	
	
	
	

	#2.4:  MAC-S based solution
	
	x
	
	
	
	x
	
	

	#2.5: Encryption of authentication failure message with SUCI method
	
	
	x
	
	
	
	
	

	#2.6: Certificate based encryption of unicast NAS message
	
	x
	
	
	
	x
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	Solutions on re-synchronisation in AKA
	
	
	
	
	
	
	
	

	#4.1: Using MACS as freshness in the calculation of AK
	
	
	
	
	
	x
	
	

	#4.2: Using symmetric encryption function to protect SQN during a re-synchronisation procedure in AKA
	
	
	
	
	
	x
	
	

	#4.3: SQN protection by concealment with SUPI in USIM
	
	x
	x
	
	
	x
	
	

	#4.4: SQN protection during re-synchronisation procedure in AKA
	
	
	
	
	
	x
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


*************** NEXT CHANGE
7
Conclusions

Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.

7.3.1
Conclusion on key issue #3.1: Attack due to expired authentication result
No normative work is needed for the key issue #3.1.
************ END OF CHANGES

